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Abstract– This research work investigates the contribution of academic com-
munity cyber cafés in perpetrating cyber crime. Four hundred (400) ques-
tionnaires were distributed among academic staffs, non teaching staffs and
students in four (4) higher institutions of learning in Gombe state, located
in north – eastern part of Nigeria. Three hundred and seventy eighty (378)
were retrieved successfully, three hundred and forty (340) were properly re-
sponded. The data collected was presented on graph and table. It was an-
alyzed using one way ANOVA and two way ANOVA. The results obtained
shows there is significance difference in perception of academic staff, non –
teaching staff and students in perpetrating cyber crimes in academic com-
munity cyber cafés. The perception of the three variables on perpetrating
phishing, credit card fraud, cyber piracy, virus dissemination, hacking and
cyber plagiarism are equal. It was concluded in the paper that academic
community cyber cafés are hub for cyber crimes perpetration.
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1. Introduction

Cyber crimes committed in Nigeria is more than any other
country in Africa, the crime discourages investors from invest-
ing in Nigeria economy and it also poses a great danger to na-
tional security and development activities [1]. World ranking in
cyber crime indicate that Nigeria is on top of the list after US and
Britain but first in Sub – Saharan Africa (Adomi, 2008; Boateng
et al, 2010) cited in [2]. The advent of fixed wireless access has
change the pattern of cyber crime, The perpetrators who can af-
ford to subscribe for the service are now using the wireless access
to perpetrate cybercrimes at home comfortably without going to
internet cafés. There are internet cafés in Nigeria that reserved
special computers only for cyber criminals. Others share their
bandwidth for home use to perpetrate cyber crimes [3]. Law en-
forcement agencies in Nigeria have not done much to arrest and
prosecute perpetrators of cyber crimes due to lack of necessary
legislature on cybercrime so they operate freely without fair of
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being arrest and prosecuted. Internet policy is lacking in Nigeria
police force so also digital forensic leaving the police handicap,
Normally police in Nigeria raid suspected internet cafés mainly
to collect bribes from operators of such cafés and allow them to
continuo with their criminality [4]. Nigeria cyber crime working
group vested with the responsibility of dealing with cyber crime
to reduce it to the lowest level is not successful due to insuffi-
cient fund that will allow them formulate policies and strategies
for dealing with this ugly menace. The huge losses encountered
lack authentic data to back it up and reveal the real extend of
damage what is available is mainly complain from individuals
and organizations [5]. There is no existing law to address cyber
crime in Nigeria, a bill title “Cybersecurity And Critical Infras-
tructure Bill” was submitted to National Assembly since 2005
but unfortunately the bill is not pass into law. The bill adequately
captured Europe Cyber crime Convention 2001 (Budapest con-
vention) which is enough to have legal stand in a court of law [6].
Massive transfer of data across network is the paradigm of com-
munication between applications and this makes paperless soci-
ety possible relegating paper transaction to the background. The
data is converted into 0’s and 1’s and stored in a databases across
network therefore retrieval of digital information becomes easier
but the most unfortunate scenario is the existence of cyber crim-
inals in the virtual world across the network hunting for victim
to defraud [7]. Central Bank of Nigeria place cash withdrawal
ceiling at N150, 000:00 ($980:39), N1, 000,000:00 ($6535.95)
for individuals and organizations respectively with effect from
1st of Jun 2012 but the policy is to be pilot tested in Lagos state
of Nigeria in December 2011, This is aimed at cashless society
where transactions are to be done through electronics means in
line with global practice [8]. In 2009 complains received for
attempted or successful financial crime in Nigeria banking sec-
tor spring up but losses significantly reduced. 3,852 fraud cases
were recorded involving N33.3 Billion, US$1,009.00, £2,800.00,
11,000.00. 1590 out of 3852 fraud incidence causing the banks
to loss N4.1 Billion, US$328,201.00, £2,800 and 3,795.00. Sev-
enty percent of the frauds were cyber crime [9]. The CBN policy
will force depositors and investors (local and foreign) into elec-
tronic transaction while Nigeria is a hub of cybercrimes and no
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legislature to fight the crime, this indicate that depositors and in-
vestors are in a high degree of danger. Therefore this research to
justify on exposing perpetration points of such criminal activities
to the world since having access to a single network will give ac-
cess to other networks across the globe and this paper expose the
types of cyber crimes perpetrated in academic community cyber
cafés. It was concluded that cafés in academic community are
cyber crimes perpetration point.

1.1. Research questions
What is the perception of academic staff, non – teaching staff

and students on perpetrating cybercrimes in academic commu-
nity cyber cafés?

How do credit card fraud, phishing, hacking, virus dissemina-
tion, cyber piracy and cyber plagiarism differ based on perception
of academic staff, non – teaching staff and students in academic
community cyber cafés ?

1.2. Hypothesis
H01: There is no significant difference on perception of aca-
demic staffs, non teaching staffs and students in perpetrating
cyber crime in academic community cyber cafés.
H02: There is no significant difference among credit card
fraud, phishing, hacking, virus dissemination, cyber piracy
and cyber plagiarism in respect of academic staffs, non
teaching staffs and students perceptions.

2. Related Work

2.1. Definition of cyber crime
Cyber crime is a word that is use each day, The obstacle in de-

termining the extend of cyber crime is that there is no worldwide
accepted definition of cyber crime but British police defined cy-
ber crime as offence committed with the aid of computer network
[10]. In [11] cyber crime is defined as offence committed due to
advancement in computer technology, [11] further admitted that
various definitions of cyber crime are in existence. In [12] there
is no consensus on definition of cyber crime but Canadian law
enforcement agency defined cyber crime as crime committed via
computer or part of the crime is committed using a computer as
a tool. Based on the given definition, cyber crime is divided into
two classes as using computer to commit crime already in exis-
tence in the physical world using computer and committing of a
crime via computers and networks. Literature in existence shows
there is conceded definition of cyber crime but base on explana-
tions given in [10, 12] a crime committed using computer and
networks is referred to as cyber crime.

Cyber crime is divided into four groups [11] as follows:

Economic Crime: comprising of hacking, computer sab-
otage and virus dissemination, computer espionage, com-
puter forgery, computer fraud and computer manipulations.
Contend related offences: comprising of dissemination of
child pornography and racial attack statement through the
internet.
Intellectual property offences: comprising of violation of
copyright and related rights and cyber squatting.
Privacy offences: comprising of illegal collection, storage,
modification and disclosure of information.

Internet crime complain center (IC3) was established on May
8, 2000 with collaboration between NW3C/BJA and FBI with
the aim of fight in against cyber crime . IC3 received 2 million
complaints from inception and 303, 809 complaints about cy-
ber crime in 2010 alone. IC3 create public awareness on how to
avoid cyber criminals. Table 1 shows top 10 cyber crime com-
plaints received in 2010, Figure 1 indicate the pattern of com-
plaints received from the public on cyber crime from 2000 to
2010, Figure 2 shows dollars lost due to cyber crime over a pe-
riod of eight years, the most reported cyber crime was non deliv-
ery payment/merchandise [13]

Fig. 1. Yearly comparison of Complaints Received via the IC3 Web Site.

 

Fig. 2. Dollar lost from 2002 – 2008.

Administration, businesses and entire society put their confi-
dence on efficiency and cyber security of ICT facilities [11] but
these huge amount losses to cyber crime may frighten the general
public from dealing with electronic transaction systems because
the confidence will no longer be here.

Table 1. Top 10 Crime Type.
Type Percent
1. Non-delivery Payment/Merchandise 14.4%
2. FBI-Related Scams 13.2%
3. Identity Theft 9.8%
4. Computer Crimes 9.1%
5. Miscellaneous Fraud 8.6%
6. Advance Fee Fraud 7.6%
7. Spam 6.9%
8. Auction Fraud 5.9%
9. Credit Card Fraud 5.3%
10. Overpayment Fraud 5.3%

Study conducted in [14] reveals new threats and damages in-
curred by these threats which include:
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i. Every year $202 million is lost by organizations in US due
to cyber crimes.

ii. Most cyber crime financial lost (over 50%) are internal.
iii. Over 400, 000 web pages have network intrusion tool in one

form or the other.
iv. It is estimated that every 20 seconds enterprises experiences

cyber crime attacks.

Table 2 adopted from [10] indicated financial losses due to cy-
ber crime in different forms in US in 2003

Table 2. High Cost of Computer Crime.
Type of Cyber Crime Cost in Millions
Theft of proprietary in-
formation

US$ 70.1

Financial fraud US$ 10.2
Networked Data sabo-
tage

US$ 5.1

Virus US$ 27.4
Insider Network Abuse US$ 65.6
System penetration by
outsiders

US$ 2.8

Others (laptop theft,
telecommunication
fraud, wire tapping,
insider access)

US$ 9.4

Total US$ 202.4

2.2. Cyber Crimes in Nigeria

Penetration of ICT in sub Saharan Africa is relatively success-
ful and this open up space for cyber crimes which posses great
danger to economic growth of the region, image of the region
is also dented due to cyber crimes [15] the statement about ICT
penetration in Africa is depicted in Figure 3 and Nigeria top on
the penetration chart as shown in Figure 4 both charts are sourced
from [16].

In [1] cyber crime in Nigeria are characterize by:

i. Perpetrators of cyber crimes in Nigeria are unemployed
youths who are knowledgeable in computer skills.

ii. They connived with insider within financial institutions and
Nigerians abroad to perpetrate their criminal activities.

iii. Cyber criminals in Nigeria have migrated to other African
countries with weak enforcement agencies to perpetrate
their dangerous activities.

iv. They enjoy the fact that there are no adequate cyber crime
laws to deal with this ugly menace.

v. Nigerian cyber criminals utilizes reshippers mechanism in
Dubai, UK and west African way stations.

Different categories of crimes are committed each day through
internet access point with Nigerians toping the scene by deceiv-
ing their victims with fraudulent financial proposals [3]

A study conducted in [3] reveals that there was consensus
among respondents that cyber cafés offer facilities for perpetrat-
ing cyber crime and the study further inferred that internet access
point, home networks, private organizations and government of-
fices in Nigeria respectively are cyber crimes perpetration points.

3. Research Methodology

A detail research questionnaire design and developed by [17]
was adopted and modified a little bit to suit the study. The ques-
tionnaire consist of four sections, introduction, demography, def-
inition of cyber crime terms and questions related to cyber crimes
perpetrations in the last section “Yes or No” question with ‘Yes’
2 points and ‘No’ 1 point. A pilot test was conducted on 20 re-
spondents to ascertain content validity and reliability of the in-
strument. We employ and trained 8 students of computer science
as research assistance that were trained on how to administer and
give detail explanation on how to correctly respond to the ques-
tionnaire. The study was conducted in Gombe state, located in
north eastern part of Nigeria. Population of the study was all
Academic staff, Non – teaching staffs and students of all higher
institutions located across the state which are 7 in number, 4 were
selected for the study because of their large size, population and
existence of functional cyber cafés which attract higher patron-
age from the academic community. 400 questionnaires were dis-
tributed by the researchers and research assistance by visiting
each institution cyber café, offices, classes and hostels to ran-
domly select individual and administered the questionnaire, out
of 400 distributed questionnaires 378 were retrieved successfully
and 340 were properly filled while 38 do not capture relevant
information required for this research. Data collected was pre-
sented on graph, table and analyzed using one way Analysis of
Variance (ANOVA), two way ANOVA as shown in Table 4 and
Table 5.

4. Result Analysis and Discussion

Figure 5 is a plot of data collected from the field among aca-
demic staffs, Non – Teaching staffs and students. Horizontal axis
is the number of questionnnaires properly responded and verti-
cal axis is the stack point for each responded questionnnaire and
total number of the questionnnaires was 340. One way and two
ANOVA was use to analyse the data of Figure 5 and Table 4 using
SPSS for windows version 17[18] and result is shown in Table 3,
Figure 6 and Table 5 respectively.

From Table 3 F > F- Tabulated at 5% level of significance
therefore H01 is rejected and conclude that there is significance
difference among academic staff, non teaching staff and students
on their perception in perpetrating cyber crime in academic com-
munity cyber cafés .

Figure 6 is a plot of mean of the variables, the variables are
on horizontal axis where 1.00 represent academic staff, 2.00 non
– teaching staff and 3.00 students respectively while the verti-
cal axis is the mean of the variables, the graph further confirmed
rejection of the null hypothesis (H01) since the means are approx-
imately not on the same level

Table 4 shows cyber crime type that are most active in cyber
cafés located in academic community with their corresponding
points for each of the variables (academic staffs, non – teaching
staffs and students), result of analysis of Table 4 is shown in Table
5.

In Table 5 cyber crime type shows that F < F – Tabulated at
5% level of significance which indicate that H02 was accepted
and conclude that there is no significance difference among cyber
crime types ( credit card fraud, phishing, hacking, virus dessimi-
nation, cyber piracy and cyber plagiarism) in respect of academic
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Fig. 3. Internet penetration in Africa as at March 31, 2011.

Fig. 4. Africa top internet countries as at 31 March, 2011.

Fig. 5. Plot of Raw Data Collected.

Table 3. One way ANOVA.
Sum of Squares Df Mean Square F F-Tabulated

Between Groups 293.645 2 146.822 8.302 3.000
Within Groups 5960.049 337 17.686
Total 6253.694 339

staff, non - teaching staff and students. Indicating that the cyber
crimes type are of equal papetration. Analysis in table 5 further

rejected H01 since variable F > F - Tabulated at 5% level signifi-
cance.
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Fig. 6. Plot of Mean Vs Variables.

Table 4. Active Cyber Crimes in academic community cyber cafés.
Cyber crime Types Academic Staffs Non-Teaching Staffs Students
Credit Card Fraud 85 86 337
Phishing 78 91 300
Hacking 91 97 369
Virus Dissemination 98 111 388
Cyber Piracy 93 96 377
Cyber plagiarism 91 100 369

Table 5. Two way ANOVA.
Source DF SS MS F F-Tabulated
Variable 2 278073 139037 344 3.81
Cyber Crime Type 2 654 327 0.81 3.81
Error 13 5248 404
Total 17 283975

5. Discussion of Results

The perception of members of academic staff, non-teaching
staffs and students on perpetrating cyber crime using academic
community cyber cafés differs but they all conceded that cyber
crimes are perpetrated through the cafés, this result was sus-
pected because similar research conducted at different locations
in Nigeria agreed with the results of this research work for in-
stance in [15, 3, 17] but differs in magnitude of cyber crimes
and types. H02 was accepted signifying that the rate at which
phishing, credit card fraud, hacking, virus dissemination, cyber
piracy and cyber plagiarism are perpetrated are equal based on
perception of academic staffs, non – teaching staffs and students.
Phishing and credit card fraud are serious source of concern as
they negatively affect economic development directly, CBN pol-
icy of cashless society is seem to be threaten by cyber crime both
local and foreign investors may shy away from using transactions
systems in Nigeria there by making it difficult to attract interna-
tional investors into the country if urgent and radical action is not
taken. This research work have added to other research works

conducted on cyber crimes in different parts of Nigeria and the
entire world.

6. Suggested frameworks to combat cybercrime in Nigeria

If the stake holders presented in Figure 7 will put hands on
desk and exchange ideas there will be a legislature and policies
that will capture effective cyber crime laws that can stand techno-
logical advancement and compete globally. Results of researches
adopted and properly use can give a brilliant finish to the leg-
islature there by putting cyber crime perpetrators at a serious re
– think of their activities [2] this research work added pressure
from international community onto the conceptual model be-
cause government in Nigeria have respect for international com-
munity, their voice speed up legislation, policies and practice.

7. Conclusion and further research

Result emanated from this research triggered the conclusion
that the active types of cyber crimes are phishing, credit card
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  PRESSURE FROM 
INTERNATIONAL  
COMMUNITY 

Fig. 7. Conceptual Model adopted in [2] and modified

fraud, hacking, virus dissemination, cyber piracy and cyber pla-
giarism therefore urgent and drastic action is needed from law
enforcement agency, legislatures, researchers and international
community to combat this menace to tolerance level. Cyber cafés
located in academic community are hubs for perpetrating cyber
crimes in Nigeria. Similar empirical research are recommended
to be replicated in other part of Nigeria, Africa and the world to
expose cyber crime perpetration points.
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